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1 Specification Review — feedback

1.1 Stage 1000 Planning
€ Activity 1001. Define Draft Plan
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B 3. Functional Requirements
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B 4. Non-Functional Requirements
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@ Activity 1002. Create Preliminary Investigation Report
B 5. Market Analysis
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€ Activity 1003. Define Requirements

B 2. Performance Requirements
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B 3. Operating Environments
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€ Activity 1006. Define Business Use Case
B 3. Identify Use-Case
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B 4. Allocate system functions into related into related use cases and categorize
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B 5. Use Case Diagram
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B 6. Describe use cases
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5. Select Mode
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9. Set Time
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- 26. Stop Ringing Alarm
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- 35. Next Mode
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€ Activity 1007. Define Business Concept Model
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1.2

Stage 2030 Analysis
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€ Activity 2031. Define Essential Use Cases
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B 5 Select Mode
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B 14, Reset Stopwatch
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28. Show Worldtime
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2 System Test Review — feedback

2.1 Category-partition Testing

2.1.1 Testing Result

Test Case No. Test Case Result

3 3501 F

20 1200, 2000, 3001, 3201, 3300, 3400, 3500, | F HE =2 22| A&
3601, 3700

21 1200, 2000, 3001, 3201, 3301, 3400, 3500, | F HE 3| E 22| A& 4

3601, 3700

2.2 Brute Force Testing
2.2.1 Failed Case Report
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3. System Re-Test
1 Category-partition testing report

i. Test case

- Testable units and representative values

Group Category Description Value Number
RealTime 1000
Timer 1100
Alarm 1200
Mode Mode Hddn e 2E Stopwatch 1300
World Time 1400
Sun Rise / Set 1500
Setting 1600
set 2000
DCOM ARSI start 2100
function function
IS stop 2200
reset 2300
AM/PM EAICE AIZtES
3000
- ~ - ==
setting | time type AZH E3 A4
24A|ZF BAlo 2 A|ZHS 3001
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MESIE 8%
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3800
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Error Constraints M -&

- Total Test Case: 14336 -> 7169  (50% &)

Single Constraints X-&

-1 0O

- Total Test Case: 7169 -> 453 (94% 42

Property Constraints &-&

-1 0
- Total Test Case: 453 -> 37 (92% &)




ii. Testing Result

Test Case No. Test Case Result
1 3001 T
2 3200 T
3 3501 F
4 3601 T
5 3701 T
6 1000, 2000, 3001, 3201, 3400, 3700 T
7 1100, 2000, 3001, 3201, 3400, 3500, 3601, 3700 T
8 1100, 2100, 3001, 3100, 3400, 3500, 3601 T
9 1100, 2100, 3001, 3100, 3401, 3500, 3601 T
10 1100, 2100, 3001, 3100, 3400, 3500, 3601 T
11 1100, 2100, 3001, 3101, 3401, 3500, 3601 T
12 1100, 2200, 3001, 3100, 3400, 3500, 3601 T
13 1100, 2200, 3001, 3100, 3401, 3500, 3601 T
14 1100, 2200, 3001, 3101, 3400, 3500, 3601 T
15 1100, 2200, 3001, 3101, 3401, 3500, 3601 T




16 1100, 2300, 3001, 3100, 3400, 3500, 3601
17 1100, 2300, 3001, 3100, 3401, 3500, 3601
18 1100, 2300, 3001, 3101, 3400, 3500, 3601
19 1100, 2300, 3001, 3101, 3401, 3500, 3601
1200, 2000, 3001, 3201, 3300, 3400, 3500, 3601,
20
3700
1200, 2000, 3001, 3201, 3301, 3400, 3500, 3601,
21
3700
22 1300, 2100, 3001, 3100, 3400, 3601
23 1300, 2100, 3001, 3100, 3401, 3601
24 1300, 2100, 3001, 3101, 3400, 3601
25 1300, 2100, 3001, 3101, 3401, 3601
26 1300, 2200, 3001, 3100, 3400, 3601
27 1300, 2200, 3001, 3100, 3401, 3601
28 1300, 2200, 3001, 3101, 3400, 3601
29 1300, 2200, 3001, 3101, 3401, 3601
30 1300, 2300, 3001, 3100, 3400, 3601

31

1300, 2300, 3001, 3100, 3401, 3601




32 1300, 2300, 3001, 3101, 3400, 3601

33 1300, 2300, 3001, 3101, 3401, 3601

34 1400, 2000, 3001, 3201, 3400, 3601, 3700

35 1500, 2000, 3001, 3201, 3400, 3601, 3700, 3800

36 1500, 2000, 3001, 3201, 3400, 3601, 3700, 3801

37 1600, 2000, 3001, 3201, 3400, 3601, 3700
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2 Pairwise Testing Report
Number Mode Status Using Buzz Display Result

1 Stopwatch Setting Frist Not Running Foreground P
2 Sun Set/Rise Running | Second | Not Ringing Background P
3 RealTime Running First Ringing Foreground P
4 WorldTime Setting | Second Ringing Foreground P
5 Timer Running First Not Ringing Foreground P
6 RealTime Setting | Second Ringing Background P
7 WorldTime Running First Not Ringing Background P
8 Alarm Setting First Ringing Background P
9 Timer Setting | Second Ringing Background P
10 Alarm Running | Second | Not Ringing Foreground P
11 Setting Mode Setting First Ringing Background P
12 Sun Set/Rise Setting First Ringing Foreground P
13 Setting Mode | Running | Second | Not Ringing Foreground P
14 RealTime Running First Not Ringing Foreground P
15 Stopwatch Running | Second Ringing Background P




3 Brute Force Testing Report

Testing Result
Failed Case Report

Test Case No. Test Case Result
A2ERKNE A & 40N 2AENN AF/AKIE X[ZCH}
1 P
CHAl 2|AE0| SE5HH A25X|7F HEJU=71?
&42o| S2|7| A|EME I Efo|HE Zo| SEICtH & 7§ Cf
2 P
22717
3 setting2 H-857| ™o WA L™ O™ AEfet =Y5tot P
A T WS T2 AUCE MY V0| T
4 P
22717
5 LM S| YALZ FH XUULE Jt=7I12 P
6 &2tg MHSIT mode setting2 2 ALK ES [Iff O 22|=7t P
7 19729 Z2 fH0|= 2&0| 29X FLHSIA=7t P
8 He MEOoA 9999 O|= 0| 0000 =L} 197022 ZOtZtCt P




4. Static Analysis

1. Junit Test Coverage

Coverage Summary for Package: <empty package>

Package Class, % Method, % Line, %
<empty package> 759 (12/ 16) 27.4% (50/ 215) 22.5% (271/ 1208)
Class Class, % Method, %0 ¥ Line, %
RealTime 100% (1/ 1) 92.3% (12/ 13) 82.1% (55/ 67)
sun 100% (1/ 1) BO% (12 15) 71.4% (60/ 84)
Worldtime 100% (1/ 1) 7B.6% (11/ 14) 62.3% (48/ 77)
Stopwatch 100% (1/ 1) 69.2% (9/ 13) 49.1% (26/ 53)
MaodeSetting 100% (1/ 1) 47.1% (8/ 17) 43% (37/ B6)
ModeDB 100% (1/ 1) 332.3% (1/ 3) 71.4% (5/ 7)
Bell 100% (1/ 1) 25% (1/ 4) 41.2% (7/ 17)
SettingTime 100% (1/ 1) 12.5% (1/ 8) 14.3% (3/ 21)
Timer 100% (1/ 1) 4.5% (1 22) 5.8% (6/ 103)
WatchSystem 100% (2/ 2) 4.2% (2/ 48) 8.1% (8/ 99)
Alarm 100% (1/ 1) 2.2% (1/ 45) 7.6% (16/ 211)
TimeThread 0% (0/ 1) 0% (0/ 2) 0% {0/ 7)
WatchGUI 0% (0/ 2) 0% (0/ 9) 0% (0/ 370)
Main 0% (0/ 1) 0% (0f 2) 0% (0/ 4)
2. SonarQube
i. Findbugs
1. Rules

Rules Active Inactive

Total 443 1.4k

# Bugs 237 349

& Vulnerabilities 10 190

& Code Smells 186 B5g

> Findbugs2| 443712 & X &,



2. Analysis Result

= SM_Team4

master

Overview Issues Measures Code Activity

Quality Gate
Bugs Vulnerabilities

& Bugs

00

6 Vulnerabilities

OO

& New Bugs

Code Smells

1d9@ 14

& Code Smells

1d9@

New Debt

Coverage

0.0% -

Coverage on New Code

Coverage

Duplications

1.6% 6 -

Duplications on New Code

Duplications Duplicated Blocks

sro/mainfavalAlarm. java

Leak Pericd: since previous version
started 4 days ago

00

& New Vulnerabilities

14

& New Code Smells

Switch statement found in Alarm.showAlarm() where default case is missing -~
& Code Smell @ Infa (O Open Mot assigned 1h effort

3 days ago = L311 % T~
W style

Alarm.showAlarm() may expose internal representation by returning displayAlarmData -~
& Code Smell @ Infe (O Open Mot assigned 30min effort

Alarm.getReservated() may expose internal representation by returning reservedAlarm -
& Code Smell @ Info O Open Mot assigned 30min effort

Alarm.setReservated(Calendar(]) may exp
reservedAlarm -

& Code Smell @ Infe O Open Mot assigned  30min effort

internal representation by storing an externally mutable object into

Alarm.getFrequency() may expose internal representation by returning frequency -
@& Cods Small @ Infa O Open Mot assigned 30min effart

Alarm.setFrequency{Calendar[]) may expose internal representation by stering an externally mutable object into frequency
& Code Smell @ Infe O Open Mot assigned  30min effort

Alarm.getRepeat]) may expose internal representation by returning repeat -
B Code Smell @ Info O Open Mot assigned 30min effort

3 daysage ™ L3214 % T~

W malicious-code

Gdaysago™ L327 % T~

% malicious-code

Adaysago> L3209 S T~

W malicious-code

Gdaysago~ L331 % T~

% malicious-code

3 days ago = L333 % T~

% malicious-code

3 daysage ™ L335 % T~

% malicious-code




sro/mainfava/ModeSetting.java

ModeSetting.showModeSetting() may expose internal representation by returning displayModeData

@ Code Smell @ Info O Open Mot assigned  30min effart

src’mainjava’RealTime.java

RealTime.showRealTime() may exp internal rep: tation by returning displayRealTimeData -

@ Code Smell @ Info (O Open Mot assigned 30min effart

sro/mainjava’Stopwatch.java

Stopwatch.showStopwatch() may expose internal representation by returning displaySWData -

& Code Smell @ Info () Open Mot assigned 30min effart

sre/maindava’Sun. java

Sun.showSun{) may expese internal representation by returning displaySunDisplay -

& Code Smell @ Infc O Open Mot assigned 30min effart

src/mainjava’Timerjava

Switch staterment found in Timer.showTimer() where default case is missing

® Cods Smell @ Info O Open Mot assigned 1h effort

Timer.showTimer{) may expose internal representation by returning displayTimerData -

@ Code Smell @ Infe O Open Mot assigned 30min effart

src/mainfava’Worldtime.java

Worldtime.showWorldTime() may exp internal repr tion by returning displayWTData -

@ Code Smell @ Info O Open Mot assigned 30min effort

> T 14702 & I =el

ii. PMD

1. Rules

Rules

Total

# Bugs

@ Vulnerabilities
& Code Smells

> 267709 E M&

Active

267
3

2
262

Gdaysagow L147 % T~

% malicious-code

3daysago™ L132 % T~

% malicious-code

daysagow L92 % T~

% malicious-code

3daysage~ L176 % T~

% malicious-code

Sdaysago~ L174 % T~
W style

Gdaysage~ L18BE % T~

% malicious-code

3daysago~ L143 % T~

% malicious-code

Inactive

1.6k
583

198
793

Activate More




v7 £ SM_Teama4

Overview

2. Analysis Result

master

|lssues Measures Code Activity Administration «

Quality Gate

Security Rating on

o MNew Code

is worse than A

Bugs [£] Vulnerabilities [

0®

i Bugs

130

& Vulnerabilities

Code Smells

1.4K

& Code Smells

O 0.0%

Coverage

Duplications

1.6% 6

Duplications Duplicated Blocks

Src/mains@varsaiarm.java

Leak Period: since previous version
started 4 days ago

0@

# Mew Bugs

13©

& New Vulnerabilities

640 @

Mew Debt

1.4k

& New Code Smells

Coverage on New Code

Duplications on Mew Code

This class has too many methods, consider refactoring it. =

15 minutes age » L361 % T~

(]
& Code Smell* @ Major = O Open ~ Mot assigned = 3h effort Comment W size ¥
Too many fields 15 minutes ago > L361 % T~
= @& Code Smell» & Major ~ O Open = Mot assigned » 1h effort Comment % size v
o All classes and interfaces must belong to a named package 15 minutes ago ~ L361 % T~
& Code Smell= @ Major = O Open ~ Mot assigned » 10min effort Comment W Mo tags ™
o Possible God Class (WMC=121, ATFD=53, TCC=14.170%) 15 minutes age = L3861 % v«
& Code Smell* @ Major = O Open = Mot assigned = 2h effort Comment W No tags *
o The class "Alarm' has a Medified Cyclomatic Complexity of 2 (Highest=17). -~ 15 minutes ago = L3861 % T~
@& Code Smell* § Major + O Open + Not assigned = 1h effort Comment W size
o The class "Alarm’ has a Standard Cyclomatic Complexity of 2 (Highest = 22). -~ 15 minutes age = L361 % T~
& Code Smell* @ Major + O Open = Mot assigned = 1h effort Comment % size *
o The class 'Alarm’' has a total cyclomatic complexity of 121 (highest 23). 15 minutes age = L361 % T~
& Code Smell* @ Major = O Open = Mot assigned = 3h effort Comment W size ™
c Header comments are required 15 minutes ago = L361 % T~
& Code Smell= & Minor = O Open = Mot assigned = Smin effort Comment W Mo tags ~
Field comments are reguired - 15 minutes ago~ L8 % T«
= & Code Smell= & Minor = © Open = Mot assigned = 5Smin effert Comment W No tags ™
o Found non-transient, non-static member. Please mark as transient or provide accessors. 15 minutes ago~ L10 % T~
& Code Smell+ @ Major * O Open = Mot assigned * 30min effort Comment % No tags ™
o Field comments are required *- 15 minutes ago= L10 % 1=

& Code Smell» & Minor = O Open « Mot assigned = 5min effort Comment

W No tags «




Perhaps 'currTime' could be replaced by a local variable. -
& Code Smell= & Minor = O Open = Mot assigned = 10min effort Comment

Found non-transient, non-static member. Please mark as transient or provide accessors. =

& Code Smell > @ Major = O Open = Mot assigned = 30min effort Comment

Field comments are required -
& Code Smell* & Minor = O Open ~ Mot assigned = 5min effort Comment

It is seomewhat confusing to have a field name matching the declaring class name
& Code Smell» & Major » O Open = Mot assigned + 10min effort Comment

Field comments are required -
& Code Smell» & Minor = O Open = Mot assigned = 5min effort Comment

Field comments are required -
& Code Smell* & Minor * O Open ~ Mot assigned * 5min effort Comment

Found nen-transient, non-static member. Please mark as transient or provide accessors. *

& Code Smell* @ Major = O Open = Mot assigned = 30min effort Comment

Field comments are required -
& Code Smell» @ Minor = O Open + Mot assigned = 5min effort Comment

Found non-transient, non-static member. Please mark as transient or provide accessors. ~

& Code Smell* @ Major = O Open ~ Mot assigned = 30min effort Comment

Field comments are required -
& Code Smell= & Minor = O Open = Mot assigned = Smin effort Comment

Field comments are required -
& Code Smell» & Minor = O Open = Mot assigned = 5min effort Comment

Found non-transient, non-static member. Please mark as transient or provide accessors.

& Code Smell* @ Major = O Open = Mot assigned = 30min effort Comment

Field comments are required
& Code Smell* & Minor + O Open = Mot assigned = 5min effort Comment

Found nen-transient, non-static member. Please mark as transient or provide accessors.

& Code Smell + @ Major + O Open ~ Mot assigned ~ 30min effort Comment

Variables should start with a lowercase character, 'Ringinglndex' starts with uppercase character.

& Code Smell * & Major = O Open = Mot assigned = 10min effort Comment

Field comments are required
& Code Smell+ © Minor = O Open = Mot assigned = 5min effort Comment

Found non-transient, non-static member. Please mark as transient or provide accessors.

& Code Smell * @ Major + O Open ~ Mot assigned = 30min effort Comment

Field comments are required
& Code Smell+ @ Minor = O Open = Mot assigned = 5min effort Comment

Found non-transient, non-static member. Please mark as transient or provide accessors.

& Code Smell* @ Major * O Open * Not assigned * 30min effort Comment

Field comments are required
& Code Smell = & Minor = O Open = Mot assigned = Smin effort Comment

Comment is too large: Line too long
& Code Smell* @ Minor * O Open = Mot assigned = 5min effort Comment

Field comments are required
& Code Smell* & Minor * O Open * Mot assigned = 5min effort Comment

16 minutes ago -

168 minutes ago =

16 minutes ago -

16 minutes ago ~

16 minutes ago +

16 minutes ago -

16 minutes ago ~

16 minutes ago -

18 minutes ago =

16 minutes ago ~

16 minutes ago -

16 minutes aqo «

16 minutes ago

16 minutes ago «

16 minutes ago «

16 minutes ago «

16 minutes ago =

16 minutes ago «

16 minutes ago «

16 minutes ago

16 minutes ago =

16 minutes ago =

L10 % T
% No tags ™
L12 % T~
W No tags ™
L12 % T~
% Notags ™
L13 % T~
% Mo tags =
L12 % T~
% Notags ™
L4 % T+
% No tags ™
L15 % T~
W No tags +
L15 % T
% No tags ™
L1E % 1
W No tags ™
L1 % T~
% Notags =
L17 % T~
% Notags ™
LB % T~
% No tags ~
LB % T~
% Notags =
L1 % T~
% Notags ™

Lg% 1~

% naming
L8 % T~
W No tags
20 % T+
% Mo tags ~
120 % T~
W Notags ™
21 % T+
% Notags ™
21 % T-
W Notags =
123 % T~
W No tags ™

23 % v+
% Mo tags =



Field comments are required
& Code Smell+ @& Minor = O Open = Mot assigned = 5min effort Comment

Field comments are required
& Code Smell* & Minor = O Open = Not assigned = Smin effort Comment

Found nen-transient, non-static member. Please mark as transient or provide accessors.

& Code Smell* @ Major = O Open = Mot assigned = 30min effot Comment

Field comments are required
& Code Smell *+ & Minor = O Open = Mot assigned = 5min effort Comment

Parameter 'realTime' iz not assigned and could be declared final -
& Code Smell + & Minor » O Open = Mot assigned = 10min effort Comment

Public method and constructor comments are required
& Code Smell* © Minor = O Open = Mot assigned = 5min effort Comment

Avoid instantiating new objects inside loops ™
& Code Smell* & Minor + O Open = Not assigned = 15min effot Comment

Avoid using implementation types like 'ArrayList'; use the interface instead
& Code Smell =+ @ Major =+ O Open = Mot assigned = 10min effort Comment

Avoid variables with short names like db
& Code Smell + @ Major + O Open ~ Mot assigned ~ 10min effort Comment

Parameter 'db’' is not assigned and could be declared final -~
& Code Smell* & Minor + O Open = Not assigned = 10min effot Comment

Parameter 'realTime’' is not assigned and could be declared final ~
& Code Smell * & Minor = O Open = Mot assigned = 10min effot Comment

Public method and constructor comments are required
& Code Smell * @ Minor + O Open ~ Mot assigned + 5min effort Comment

Avoid using implementation types like "ArrayList'; use the interface instead
& Code Smell* @ Major = O Open = Mot assigned = 10min effort Comment

Public methed and constructor comments are required -
& Code Smell * & Minor = O Open = Not assigned = Smin effort Comment

Local variable "data’ could be declared final
& Code Smell* & Minor = O Open = Mot assigned = 5min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open = Mot assigned * 30min effort Comment

Potential violation of Law of Demeter (method chain calls) -
& Code Smell* @ Major *+ O Open = Mot assigned *+ 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell » @ Major =+ O Open « Not assigned + 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open * Mot assigned * 30min effort Comment

The method 'realTimeTaskAlarmi)' has a cyclomatic complexity of 10,
& Code Smell* @ Major * O Open = Mot assigned » 3h effort Comment

Public method and constructor comments are required -
& Code Smell* & Minor = O Open = Not assigned = Smin effort Comment

These nested if statements could be combined
& Code Smell* & Minor * O Open * Mot assigned * 5min effort Comment

17 minutes ago * 124 % T~
W No tags

17 minutes ago«= L25 % T=
% Mo tags ~

17 minutes ago* 126 % T
% Mo tags ™

17 minutes ago* L26 % T~
W Notags ~

17 minutes ago * L28 % T+
W Notags ™

17 minutes ago « L62 % T~
W No tags ™

17 minutes ago * 148 *% T
% Notags *

17 minutes ago* L&4 % T+
% Mo tags =

17 minutes ago + LG4 % v+
% Notags ™

17 minutes ago* L64 % T+
% Mo tags =

17 minutes ago« L84 % T+
% Mo tags ™

17 minutes ago = L72 % T+
% No tags ™

17 minutes ago = L74 % T+
W No tags ™

17 minutes ago* L83 % T+
% Mo tags =

17 minutes ago = L75 % T+
W No tags =

17 minutes ago* L77 % T~
% Mo tags ™

17 minutes ago > L78 % T~
% Mo tags =

17 minutes ago« L78 % T
% Mo tags ™

17 minutes ago~ LBD % T~
% Notags ™

17 minutes ago* L117 % T+
W size v

17 minutes ago= L117 % T«
% Mo tags =

17 minutes ago = L110 % T«
% Mo tags =



Potential violation of Law of Demeter (method chain calls) ™
& Code Smell* @ Major + O Open = Mot assigned ~ 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open = Mot assigned ~ 30min effort Comment

Potential violation of Law of Demeter (metheod chain calls)
& Code Smell = @ Major = O Open = Mot assigned + 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell » @ Major = O Open = Mot assigned = 30min effort Comment

Paotential violation of Law of Demeter (method chain calls)
& Code Smell =+ & Major = O Open = Mot assigned = 30min effort Comment

Useless parentheses.
& Code Smell*+ @ Info + O Open + Not assigned * 2min effort Comment

Potential violation of Law of Demeter (method chain calls) -
& Code Smell* @ Major * O Open = Mot assigned * 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell * @ Major = O Open = Mot assigned + 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell+ @ Major = O Open = Mot assigned = 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major = O Open = Mot assigned = 30min effort Comment

Potential violation of Law of Demeter (metheod chain calls)
& Code Smell » @ Major = O Open = Mot assigned » 30min effort Comment

Useless parentheses.
& Code Smell= @ Info + O Open = Motassigned = 2min effot Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open * Mot assigned * 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell= 2 Major = O Open = Mot assigned = 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell = @ Major = O Open = Mot assigned + 30min effort Comment

Potential violation of Law of Demeter (metheod chain calls)
& Code Smell* @ Major * O Open = Mot assigned * 30min effort Comment

Paotential violation of Law of Demeter (method chain calls) *
& Code Smell + @ Major = O Open = Mot assigned = 30min effort Comment

Useless parentheses.
& Code Smell» @ Info » O Open » Notassigned» 2min effort Comment

Deeply nested if..then statements are hard to read
& Code Smell+ £ Major = O Open = Mot assigned = 20min effort Comment

Potential violation of Law of Demeter (method chain calls) -
& Code Smell =+ @ Major = O Open = Mot assigned = 30min effort Comment

Potential violation of Law of Demeter (method chain calls)
& Code Smell+ £ Major = O Open = Mot assigned = 30min effort Comment

Avoid assignments in operands
& Code Smell =+ @ Major = O Open = Not assigned = 10min effort Comment

17 minutesago~* L90 % T~
% No tags =

17 minutes ago = L90 % T =
% Notags =
17 minutes ago= L90 % T =
W Notags ™

17 minutes ago » 190 % T =
W No tags =

17 minutes ago = L90 % T
W No tags ™
17 minutes ago = L90 % T
W Notags =
17 minutes ago= L91 % T -
% Notags ™

17 minutes ago = L91 % T~=
% Notags =

17 minutes ago = L91 % T -
W Notags ™
17 minutes ago~ L91 % T~
% Motags ™

17 minutes ago > 191 % T~
% No tags ~

17 minutes ago = L91 % T =
W No tags ~
17 minutes ago - L92 % T =
% No tags =
17 minutes ago = 192 % T~
W No tags =
17 minutes ago = L92 % T-
% Notags =
17 minutes ago = 192 % T~
W No tags ™
17 minutes ago * 192 % T~
% No tags ~

17 minutes ago = 192 % T =
% MNotags ™
17 minutes ago = L99 % T =
% Notags ™
17 minutes ago« L101 % T«
W No tags =
17 minutes ago = L101 % T =
W Notags ™
17 minutes ago~ L102 % T~
W Notags ™



Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major = O Open = Mot assigned = 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell *+ & Major = O Open = Mot assigned = 20min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell » & Major = O Open = Mot assigned = 20min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open * Not assigned * 30min effort

Potential violation of Law of Demeter (method chain calls) =
& Code Smell * & Major = O Open = Mot assigned = 20min effort

Paotential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open = Not assigned » 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open * Mot assigned * 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell =+ @ Major =+ O Open = Mot assigned = 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell + @ Major + O Open ~ Mot assigned = 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell* @ Major * O Open * Not assigned * 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell + @ Major = O Open = Mot assigned = 30min effort

Paotential violation of Law of Demeter (method chain calls)
& Code Smell * @ Major + O Open « Mot assigned = 30min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell = @ Major = O Open = Mot assigned = 20min effort

Potential violation of Law of Demeter (method chain calls)
& Code Smell = @ Major = O Open ~ Mot assigned = 30min effort

Useless parentheses.

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

& Code Smell= @ Info = O Open = Mot assigned = 2min effort Comment

Public method and constructor comments are required
& Code Smell » & Minor = © Open = Mot assigned = Smin effort

Public method and constructor comments are required
@& Code Smell* & Minor = O Open = Mot assigned = Smin effort

Public method and constructor comments are required
& Code Smell = @ Minor = O Open = Mot assigned = Smin effort

Public method and constructor comments are required
& Code Smell + & Minor ~ O Open = Not assigned ~ 5Smin effort

Public method and constructor comments are required
& Code Smell = & Minor = O Open = Mot assigned = Smin effort

Public method and constructor comments are required
& Code Smell + & Minor ~ O Open = Not assigned ~ 5Smin effort

Avoid using if statements without curly braces -
& Code Smell * @ Major = O Open = Mot assigned = 5min effort

Avoid using if statements without curly braces -
& Code Smell * @ Major = O Open ~ Mot assigned ¥ 5min effort

> & 1453719 & fld =l

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

17 minutes aqo «

17 minutes ago ~

17 minutes ago «

17 minutes ago «

17 minutes aqo ~

17 minutes ago «

17 minutes ago =

17 minutes ago ~

17 minutes ago ~

17 minutes aqo «

17 minutes ago ~

17 minutes ago «

18 minutes ago ~

18 minutes ago -

18 minutes ago =

18 minutes ago -

18 minutes ago -

18 minutes ago ~

18 minutes ago -

18 minutes aqo «

18 minutes ago =

18 minutes aqo ~

18 minutes ago «

L1023 % T~
% Mo tags *
L1023 % T=
% Notags =

L103 % T~
W Notags ™
L103 % T~
% Notags ™
L103 % T~
% Notags ~
L1023 % T~
W No tags ™
L104 % T~
% Mo tags =

L1304 % T+
% Notags =

L104 % T+
% Mo tags *

Lid4 % T+
W Notags ™

L1104 % T+=
% Mo tags =

L1304 % T~
% No tags ™
L10B % T=
% No tags ™
L108 % T =
W No tags +
L112 % T~
% No tags ™
L125 % T~
W MNo tags ™
L145 % T~
W MNo tags ™
L152 % T+
W No tags ~
L172 % T~
W No tags ™
L192 % T~
W No tags ™
L1205 % T+
W No tags ~
L198 % T~
W No tags ™

L2032 % T
% No tags ™



iii. CheckStyle

1. Rules
Rules Active Inactive
Total 112 1.7k
# Bugs 1 585
@ Vulnerabilities 0 200
@& Code Smells 111 944
Activate More
> & 112718l & HE.
2. Analysis Result
77 £ SM_Team#4 master
Overview Issues  Measures Code  Activity Adminisiration =
Cuality Gate
Bugs Vulnerabilities L FBZ?:&:;“:ECEE\E;L: vermian
0 Q 0 Q 0 Q 0 Q
& Bugs @ Vulnerabilities # Mew Bugs 6 Mew Vulnerabilities
Code Smells
3709 724 3709 724
!]_ebt & Code Smalls New Dabt & Mew Code Smells

CHYE 8

Coverage

O 0.0%

Coverage

Duplications

1.6% 6

Dugplicaticns Duglicated Blocks

Coverage on New Code

Duplications on New Code



sro/mainiavalAlarm.java

Missing package-info.java file.

2 minutes ago> L1 % T~

]
& Code Smell* © Minor * O Open * Mot assigned * 30min effort Comment % comment ™
O Wrong order for 'java.io|OException' import. = 2minutesago™ L3 % T~
& Code Smell » @ Minor = (O Open » Mot assigned » 10min effort Comment % No tags ~
O Type Javadoc comment is missing null tag. = 2minutesago~r L7 % T~
& Code Smell » @ Minor = (O Open » Mot assigned = 30min effort Comment % Motags ™
O Line is longer than B0 characters (found 88). 2 minutesago~ L19 % T
& Code Smell * @ Major * O Open ™ Mot assigned * 5min effort Comment % giza ™
o Don't use trailing comments. 2 minutes ago ™ L19 % T~
& Code Smell » & Minor = (O Open » Mot assigned ~ 10min effort Comment % Notags ™
O Line is longer than B0 characters (found 112). = 2minutesago~ L23 % T~
& Code Smell » @ Major ~ O Open » Mot assigned = 5min effort Comment % gize ™
o Don't use trailing comments. 2minutesago~ L23 % T~
& Code Smell = & Minor = O Open ™ Mot assigned = 10min effort Comment % MNotags ™
O Line is longer than B0 characters {found 111). 2minutesago ™ L24 % T~
& Code Smell » @ Major = O Open = Mot assigned = 5min effort Comment % size~
O Don't use trailing comments. 2minutesago v L24 % T
& Code Smell » & Minor = O Open + Mot assigned = 10min effort Comment % Motags ™
O Line is longer than 80 characters (found 113). 2 minutesago~ L28 % T
& Code Smell» @ Major ~ O Open » Mot assigned » Smin effort Comment % giza™
o Line is longer than B0 characters {found 120}, 2 minutes ago v L54 % T
& Code Smell* @ Major * O Open + Mot assigned * 5min effort Comment W gizaw
g Don't use trailing comments. * 2 minutes ago * L54 % T~
& Code Smell» @ Minor O Open » Mot assigned = 10min effort Comment % Motags ™
0 Line is longer than B0 characters {found 126). 2 minutes ago v LB4 % T
& Code Smell* @ Major * O Open = Mot assigned * 5min effort Comment % siza™
Class 'Alarm’ looks like designed for extension (can be subclassed), but the method 'getAlarmData’ 2 minuiesago = L74 % 7=
does not have javadoc that explains how to do that safely. If class is not designed for extension
O consider making the class "Alarm’ final or making the method 'getAlarmData’
static/final’abstract/empty, or adding allowed annotation for the method.
& Coda Smell™ & Minor * O Open ™ Mot assigned * 1h affort Comment % MNotags ™
Class 'Alarm' looks like designed for extension (can be subclassed), but the methad 2minutesano ™ LBS % T~
'realTimaTaskAlarm' does not have javadoc that explains how to do that safely. If class is not
O designed for extension consider making the class "Alarm’' final or making the method
'realTimeTaskAlarm' static/final/abstract/empty, or adding allowed annctation for the method.
& Code Smell* @& Minor * O Open » Mot assigned * 1h affort Comment % Motags =™
0 Line iz longer than B0 characters (found 111). = 2minutes ago* L90 % T
& Code Smell > @ Major » O Open ~ Mot assigned » Smin effort Comment % ziza ™
- Line is longer than B0 characters (found 108). = 2 minutesago v L1 % T~

& Code Smell™ @ Major * O Open * Mot assigned * 5Smin effort Commeant

W giza ™




Line is longer than 80 characters (found 108). * 2minutesago™ L92 % T

& Code Smell» @ Major ~ O Open = Mot assigned » Smin effort Comment W size ™
Mested if-else depth is 2 (max allowed is 1). Zminutesago~ L9E % T
& Code Smell» @ Major O Open = Not assigned * 20min effort Commaent % Motags ™
Line is longer than B0 characters (found 85). 2 minutes ago~ L87 % T~
& Code Smell* @ Major = O Open ™ Mot assigned * Smin effort Comment W size ™
Mested if-else depth is 2 (max allowed is 1). 2minutes ago ™ L102 % T
& Code Smell* @ Major * O Open = Mot assigned * 20min effort Commaent W Motagas ™
Line is longer than BD characters (found 88). 2minutes ago > L1083 % T
& Code Smell» @ Major ~ O Open = Mot assigned » Smin effort Comment % giza ™
Line is longer than B0 characters {found 83). 2minutes ago > L104 % T~
& Code Smell™ @ Major * O Open ™ Mot assigned ™ Smin effort Comment W giza™
Line is longer than 80 characters (found 117). * 2minutes ago ™ L112 % T~
& Code Smell» @ Major ~ O Open = Mot assigned » Smin effort Comment W size ™
Line is longer than B0 characters (found 88). 2 minutes age > L1113 % T
& Code Smell» @ Major = O Opan = Not assigned = Smin effort Comment % giza ™
Class 'Alarm' looks like designed for extension (can be subclassed), but the method 2 minutes age * L1119 % T -

'requestSettingAlarm' does not have javadoc that explains how to do that safely. If class is not

dasigned for extension consider making the class "Alarm’' final or making the method

'requestSettingAlarm’ static/final/abstract/empty, or adding allowed annotation for the method.

& Code Smell* @ Minor * O Open » Mot assigned * 1h effort Comment % Motags ™

> & 724719 & flgt =l



Static Analysis report
Findbugs Result

> Code Smell : 147] LAH

Code Smell <1>

o X Zd K|
B Alarm.showAlarm
o =X L&

m return value, 7HX| ZtOll CHS HZE BHRISICE (Call by reference &X)

return displayalarmData;

Alarm.showAlarm() may expose internal representation by returning
displayAlarmData
& Code Smell= o Info =+ O Open = Mot assigned = 30min effort Comment

32 minutes ago « L3271 %

malicious-code ™

m X S treord LR BH0| LELEER MEE2 2

® Findbugs's solution

Returning a reference to a mutable object value stored in one of the object's fields exposes the

internal representation of the object. If instances are accessed by untrusted code, and unchecked

changes to the mutable object would compromise security or other important properties, you will

need to do something different. Returning a new copy of the object is better approach in many

situations.




Code Smell <2>

o =W 2 9x|
B Alarm.showAlarm
e =X UWE

m QEMo=z HH Jhsot MO tiet §xE AN WE B XMFTHL.
_.public void setReservated(Calendar[] reservated) { this.reservedAlarm = reservated; }

Alarm.setReservated(Calendar[]) may expose internal representation by storing an 1hourago~ L329 %
externally mutable object into reservedAlarm
& Code Smell~* @ Info = O Open + Not assigned + 30min effort Comment % malicious-code ™

AL

o oA uitH

® Findbugs's solution

This code stores a reference to an externally mutable object into the internal representation of the
object. If instances are accessed by untrusted code, and unchecked changes to the mutable object
would compromise security or other important properties, you will need to do something different.

Storing a copy of the object is better approach in many situations.

Code Smell <3>

o =H =Y X
B Alarm.showAlarm
o =X W&
B swtich & defaultgtO] EXSHA| Y=Lt

Switch statement found in Alarm.showAlarm({) where default case is missing 24 minutes ago - L311 %
& Code Smell* @ Major = O Open = Mot assigned = 1h effort Comment W style ™

case B: displayalarmDatal3] = '""; break;

case 1: displayalarmDatalg] = '""; break;

case 2: displayalarmDatal2] = '""; break;

case 3: displayalarmDatal[l] = ""; break;

case 4: displayalarmbDatal@] = " "; break;

case 5: displayalarmDatald4] = ""; break;

o iz Yd

B default 2/ 25l OF

rot

=y

® Findbugs's solution



This method contains a switch statement where default case is missing. Usually you need to

provide a default case.

Because the analysis only looks at the generated bytecode, this warning can be incorrect
triggered if the default case is at the end of the switch statement and the switch statement

doesn't contain break statements for other cases.

Findbugs Summary

v Findbugs A1} 14712| code smellO] ZQIE|QT

4B code smell2 AAH M SR 2 L0 ZICE

> Return value : call by reference
» Storing externally mutable object

» Default case missing

1. Return value : call by reference

B src/main/java/Alarm.java

Alarm.showAlarm() may expose internal representation by returning displayAlarmData
& Code Smell* @ Info * O Open * Not assigned * 30min effort Comment

Alarm.getReservated() may expose internal representation by returning reservedAlarm
& Code Smell* @ Info + O Open + Not assigned * 30min effort Comment

Alarm.getFrequency() may expose internal representation by returning frequency
& Code Smell* @ Info + O Open * Not assigned * 30min effort Comment

Alarm.getRepeat() may expose internal representation by returning repeat
& Code Smell* @ Info * O Open * Not assigned * 30min effort Comment

B src/main/java/ModeSetting.java

ModeSetting.showModeSetting() may expose internal representation by returning
displayModeData

& Code Smell* @ Info * O Open = Not assigned = 30min effort Comment

B src/main/java/RealTime.java

RealTime.showRealTime() may expose internal representation by returning displayRealTimeData

& Code Smell» @ Info = © Open = Not assigned » 30min effort Comment

B src/main/java/Stopwatch.java

Stopwatch.showStopwatch() may expose internal representation by returning displaySWData

& Code Smell* @ Info =~ © Open ~ Not assigned = 30min effort Comment

54 minutesago~ L321 % T~

malicious-code ¥

54 minutes ago~ L327 % T~

malicious-code ¥

54 minutes ago~ L331 % T~

malicious-code ¥

56 minutes ago v L335 % T~

malicious-code ¥

58 minutes ago~ L147 % T~

malicious-code ™

59 minutesago~ L132 % T~

malicious-code ¥

58 minutes agow L92 % T+

malicious-code ™



B src/main/java/Sun.java

Sun.showSun() may expose internal representation by returning displaySunDisplay 1hourago~ L176 % T~
® Code Smell~ @ Info + O Open ~ Not assigned ~ 30min effort Comment % malicious-code ™~

B src/main/java/Timerjava

Timer.showTimer() may expose internal representation by returning displayTimerData * 1hourago~ L186 % T~
& Code Smell @ Info * O Open ~ Not assigned ¥ 30min effort Comment W malicious-code ™

B src/main/java/WorldTime java

Worldtime.showWorldTime() may expose internal representation by returning displayWTData = Thourago~ L143 % T~
& Code Smell* @ Info ¥ O Open v Not assigned * 30min effort Comment % malicious-code ¥

2. Storing externally mutable object

B src/main/java/Alarm java
.....public void setReservated(Calendar(] reservated) { this.reservedAlarm = reservated; }

Alarm.setReservated(Calendar[]) may expose internal representation by storing an 1 hourago~ L329 %
externally mutable object into reservedAlarm
& Code Smell~ @ Info ~ O Open = Not assigned ~ 30min effort Comment W malicious-code ™

3. Default case missing

B src/main/java/Alarm java

Switch statement found in Alarm.showAlarm() where default case is missing 24 minutes ago = L311 %
& Code Smell= @ Major = O Open = Mot assigned = 1h effort Comment W shile ™

case B: displayalarmDatal3] = '""; break;

case 1: displayalarmDatalg] = '""; break;

case 2: displayalarmDatal2] = '""; break;

case 3: displayalarmDatall] = "*; break;

case 4: displayAlarmDatal[@] = " "; break;

case 5: displayalarmDatald4] = ""; break;



PMD Result

> Bugs: 107 &
» Vulnerabilities : 527} &

> Code Smells : 4.2K7] =
PMD Rule Set

0= 0x

http://ec2-13-125-142-52.ap-northeast-

2.compute.amazonaws.com:9000/coding_rules#gprofile=AWsc3ly8iSMjw5aMuHEQ]activation=true

fi Bug 5E5

B Vulnerability 200

& Code Smeall 1,004
PMD Result

7 1 5M_Team4 master

Owerview |ssues  Measures Code  Activity  Administration =
Quality Gate Failed

Security Rating on Reliability Rating
0 New Code on Mew Code

is worse than A ia worse than A

Bugs Vulnerabilities
10 52@

# Bugs & Vulnerabilities
Code Smells
120d@ 4.2k
Dabt & Code Smells
Coverage E

0.0%

Coverage

Duglications

O 1.6% 6

Duplications Duplicated Blocks

Leak Pericd: since previous version
started 5 days ago

10 520

B New Bugs 8 MNew Vulnerabilities

1200 @ 4.2k

MNew Dabt & Mew Code Smells

Coverage on New Code

Duplications on New Code


http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/coding_rules#qprofile=AWsc3ly8iSMjw5aMuHEQ|activation=true
http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/coding_rules#qprofile=AWsc3ly8iSMjw5aMuHEQ|activation=true

Bugs <1> <2> <3>

o =R LM 29X
B src/main/java/Alarm java
o =X UE
B “InterruptedException” should not be ignored
¢ InterruptedExceptionS AESHH M E7F STHEICE Of7|A 0|2 MZ|E T
2 SHX| Ro T MY ETL SHE[JUCtE AMHO| ARRFRICE MM PSS =25t
X xot & MY EZ SEHEQM=E YEE &A =IO

> AAH MOIA ‘AIZHO| L2|H| T BRI WA WOISE GAHECE

[ ==

try { Thread.sleep(3@0@);} catch(InterruptedException e) {e.printStackTrace();}

Either re-interrupt this method or rethrow the "InterruptedException". * 54 minutes ago ~ L228 %
# Bug~ @ Major + O Open = Not assigned » 15min effot Comment % cwe, error-handling, multi-thre... ~

o A WY
B InterruptedException 2 (5A| S HAE HEf F2| 20i) rethrown E0{0F Bt

B (TFY MY E ofS2[H0|MQ HR20E )M ELE Thread.interrupt)S SE8HA re-

interrupted E|O{OF SHC}
® PMD's solution

InterruptedExceptions should never be ignored in the code, and simply logging the exception
counts in this case as "ignoring". The throwing of the InterruptedException clears the interrupted
state of the Thread, so if the exception is not handled properly the fact that the thread was
interrupted will be lost. Instead, InterruptedExceptions should either be rethrown - immediately or
after cleaning up the method's state - or the thread should be re-interrupted by
calling Thread.interrupt() even if this is supposed to be a single-threaded application. Any other
course of action risks delaying thread shutdown and loses the information that the thread was

interrupted - probably without finishing its task.

+ SYe ML £ FOIM o Lofktc)

} catch IintékruptedExceptian e} {

Either re-interrupt this method or rethrow the "InterruptedException”. 1hourago > L13 %
# Bug= @ Major * O Open = Mot assigned = 15min effort Comment % cwe, error-handling, multi-thre... =




try { Thread.sleep(3000);} catch(InterruptedException e) {e.printStackTrace();}
1 hourago~ L266 %

Either re-interrupt this method or rethrow the "InterruptedException". *
# Bug~ © Major + O Open v Not assigned v 15min effort Comment

W cwe, error-handling, multi-thre... ~

Bugs <4> <5>

o =X Y X
B src/main/java/Alarm java
o =X UE
B Correctness — Method accesses list of array with constant index
& O2E7F AKE Yo AHAS ALESts BiEO[Lt 2| AE0 AN ABHCE

_Af(this,currTime.getTimeInMillis() >= this.sun[1].getTimeInMillis()){

Method Sun.realTimeTaskSun() accesses list or array with constant index 3hoursago~ L102 %

& Bug~ @ Major * O Open ~ Not assigned + Comment

% correctness ¥

-

o & u

m EFS 2|AE QHEATL CHE specific things & 2|0|5H= Z40|2HH
2|AEE 9|0 U&= HZXE 0|8 first-class object 2 replace siF& 0| XLt

® PMD's solution

This method accesses an array or list using a constant integer index. Often, this is a typo where
a loop variable is intended to be used. If however, specific list indices mean different specific

things, then perhaps replacing the list with a first-class object with meaningful accessors would

make the code less brittle.

+ SYT AL & ZHM O LO{RCL

Method Sun.initSun() accesses list or array with constant index 3 hours ago = L1489 %

% Bug~ @ Major = O Open ~ Mot assigned » Comment % cormactness ™




Bugs <6> <7>

o =R LM 29X
B src/main/java/Main.java
o =X UE
B “Thread.run()" should not be called directly
€ ‘Thread.run() 2@l =X HEol ME MYENM ZE

all
n
I
B
=)
N
<
>
nx
o
el
X
el
N
HO

of HAEE XY =&t A2 e ZEE

of Xl 8Ct.
> 2H7} Main classOf|A| &

timeThread. runi};

4 hoursago = L10 %

Call the method Thread.start]) to ute the content of the run() method in a

dedicated thread.
& Bug~ & Major * O Opan + Mot assigned » 20min effort Commeant

% cart, cwa, multi-threading ™

=]

o diZ LY

B Thread.start() SOf StC}.

® PMD's solution

The purpose of the Thread.run() method is to execute code in a separate, dedicated thread.
Calling this method directly doesn't make sense because it causes its code to be executed in the

current thread.
To get the expected behavior, call the Thread.start() method instead.

+ SYe AL o 2HAM O YO{LCt

public void play() {
clip.loop(l);

Call the method Thread.start() to execute the content of the run() method in a 3hoursago~ L34 %

dedicated thread. -

# Bug~ @ Major + O Open ~ Not assigned + 20min effort Comment W cert, cwe, multi-threading ~




Bugs <8>

o X A 29X
B src/main/java/Alarm java
o =X UE

B Correctness — Class defines fields that are used only as locals

public void realTimeTaskAlarm(){
wo.Xhis.currTime = this.realTime.requestRealTime();

prerr il irre e ¥

Class Alarm defines fields that are used only as locals -
# Bug~ @ Major + O Open ~ Notassigned ~ Comment

3hoursago~ L86 %

% correctness ~

o 3z uy
= X pa@ CiHsjof St

® PMD's solution

This class defines fields that are used in a local only fashion, specifically private fields or

protected fields in final classes that are accessed first in each method with a store vs. a load.

This field could be replaced by one or more local variables.

Bugs <9>

o =X T X
B src¢/main/java/WatchSystem java
o =X UE

B Correctness — Class has a circular dependency with other classes

¢ oY A7 OE Sa sEHez oX|5ta Ut

.. public WatchSystem() throws UnsupportedAudioFileException, IOException, LineUnavailableException{

Class WatchSystem has a circular dependency with other classes -
# Bug > @ Major ¥+ O Open v Not assigned v Comment

4hoursagov L12 %

% correctness ™

o iz ud
m oEYS Blof7| Rl AHLO[AE AFESHLY.

® PMD's solution

This class has a circular dependency with other classes. This makes building these classes

difficult, as each is dependent on the other to build correctly. Consider using interfaces to break



the hard dependency. The dependency chain can be seen in the GUI version of FindBugs.

Bugs <10>

o =H =Y X
B src/main/java/WatchSystem java
o =X W&
B Correctness — Constructor makes call to non-final method

@ This constructor makes a call to a non-final method.
. this.initSun(); | '

Constructor new Sun(RealTime) makes call to non-final method 4hoursago~ L74 %

#% Bug~ @ Major + O Open ~ Not assigned v Comment % correctness ¥

o diZ LY
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® PMD's solution

This constructor makes a call to a non-final method. Since this method can be overridden, a
subclass' implementation will be executing against an object that has not been initialized at

the subclass level. You should mark all methods called from the constructor as final to avoid

this problem.



Critical Vulnerability <1~11>

=M 2 /K - HIES AFEStE ROIA LIELH.
http://ec2-13-125-142-52.ap-northeast-
2.compute.amazonaws.com:9000/issues?resolved=false&rules=pmd%3AMethodReturnsint

ernalArray&severities=CRITICAL&types=VULNERABILITY
o =X UE

B Security — Method ruturns internal array
SM_Team4 | src/mainfiava’ModeSetting.java

Returning 'displayModeData’' may expose an internal array. Shoursago = L147 % -
@ Vulnerability =+ @ Critical * © Open = Not assigned = 20min effot Comment Mo tags ™

SM_Team4 / src/mainfjava’RealTime.java

-

Returning 'displayRealTimeData' may expose an internal array. 5hoursago = L132 %
@ Vulnerability + @ Critical * © Open = Mot assigned » 20min effort Comment Motags ™

SM_Team4 / src/mainfjava’SettingTime.java

Returning 'displaySettingTimeData' may expose an internal array. Shoursago~ L34 % b
& Vulnerability * @ Critical * O Open = Mot assigned » 20min effort Comment Mo tags ™

SM_Team4 / src/mainfiava’Stopwatch.java

Returning 'displaySWData' may expose an internal array. Shoursago~* L92 % T
@ Vulnerability » € Critical = © Open = Mot assigned » 20min effort Comment Notags ™

o iz Wy

B S ABAL £EY 4+ UEE Y L ZAF|W otElnt

2 A

o

dhetdt= Z40] FHSILL

| Sy "

® PMD's solution

Exposing internal arrays directly allows the user to modify some code that could be critical. It

is safer to return a copy of the array.

Critical Vulnerability <12> <13>

o =X Y X
B src/main/java/Alarm.java
o =X UE

B Security — Array is stored directly


http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/issues?resolved=false&rules=pmd%3AMethodReturnsInternalArray&severities=CRITICAL&types=VULNERABILITY
http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/issues?resolved=false&rules=pmd%3AMethodReturnsInternalArray&severities=CRITICAL&types=VULNERABILITY
http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/issues?resolved=false&rules=pmd%3AMethodReturnsInternalArray&severities=CRITICAL&types=VULNERABILITY

public woid setReservated(Calendar(] reservated) { this.reservedAlarm = reservated; }

The user-supplied array 'reservated' is stored directly. Shoursago~ L329 %
B Vulnerability = ¢ Critical * © Open ~ Mot assigned = 20min effot Comment % Motags ™
public void setReservated(Calendar reservated){this.reservedAlarm(this.currAlarm] = r

public Calendar[] getFreguency(} { return freguency; }
public Calendar getFreguency({int i){ return frequency[il; }
public wvoid setFrequency(Calendar(] freguency) { this.freauency = freguency; }

The user-supplied array 'frequency’ is stored directly. - Shoursago ™ L333 %
0 Vulnerability =  Critical = © Open ~ Mot assigned = 20min effort Comment % Motags~

o & v
B AR HIEES HdstD EAMES AFESH= A0 QtESHCE
® PMD's solution

Constructors and methods receiving arrays should clone objects and store the copy. This

prevents that future changes from the user affect the internal functionality.

Critical Vulnerability <14> <15>

o =X LA QX
B src/main/java/Bell java
B src/main/java/WatchGUI
o =X UE

B Handling files is security-sensitive
SM_Teamd / src/mainfjava/Belljava

Make sure this file handling is safe here. 4hoursago~ L26 % T
& Vulnerability * @ Critical *+ O Open » Not assigned * Comment % cert, cwe, owasp-al, owasp-a... ¥

SM_Teamd / src/mainfiava’WatchGUL java

Make sure this file handling is safe here. 4hoursago~ L71 % T~
@ Vulnerability = @ Critical » © Open = Mot assianed + Comment % cert, cwe, owasp-al, owasp-a... ™

e diZA ¥ _ PMD's solution

http://ec2-13-125-142-52.ap-northeast-

2.compute.amazonaws.com:9000/issues?resolved =false&rules=squid%3AS4797 &severities=CRI
TICAL&types=VULNERABILITY



http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/issues?resolved=false&rules=squid%3AS4797&severities=CRITICAL&types=VULNERABILITY
http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/issues?resolved=false&rules=squid%3AS4797&severities=CRITICAL&types=VULNERABILITY
http://ec2-13-125-142-52.ap-northeast-2.compute.amazonaws.com:9000/issues?resolved=false&rules=squid%3AS4797&severities=CRITICAL&types=VULNERABILITY

PMD Summary

v PMD Z1}
> Bugs: 107l ‘2

C I InterruptedException” should not be ignoredfed|

sro/main/java/Alarm.java

Either re-interrupt this method or rethrow the "InterruptedException". 34 minutesago~ L228 % T~
# Bug~ @ Major ¥ O Open ~ Not assigned * 15min effort Comment % cwe, error-handling, multi-thre... ™
Either re-interrupt this method or rethrow the "InterruptedException". 34 minutes ago ¥ L266 % T~
& Bug~ @ Major ¥ O Open v Not assigned » 15min effort Comment % cwe, error-handling, multi-thre... *

sre/main/java/TimeThread.java

Either re-interrupt this method or rethrow the "InterruptedException”. 34 minutesago~ L13 % T~
# Bug~ @ Major * O Open ~ Not assigned * 15min effort Comment % cwe, error-handling, multi-thre, ., *

Il Correctness - Method accesses list or array with constant indexje2gl
sro/main/java/Sun.java

Method Sun.realTimeTaskSun() accesses list or array with constant index 23 minutes ago~ L102 % T~

% Bug~™ @ Major * O Open > Notassigned * Comment W correctness ¥

Method Sun.initSun() accesses list or array with constant index 23 minutesaqo~ L149 % T~

& Bug~ @ Major ¥ O Open ~ Not assigned + Comment % correctness *

I Thread.run()" should not be called directlyfeRd]

src/main/java/Bell.java

Call the method Thread.start() to execute the content of the run() method in a dedicated thread. -~ 24 minutesago~ L34 % T~
& Bug~ @ Major * O Open * Not assigned * 20min effort Comment W cert. cwe, multi-threading ™

src/main/iava/Main.java

Call the method Thread.start() to execute the content of the run() method in a dedicated thread. -~ 24 minutesago~ L10 % T -
# Bug~ @ Major ¥ O Open * Not assigned * 20min effort Comment W cert, cwe, multi-threading ™

Bl Correctness - Class defines fields that are used only as localsjiid]

srodmaindiava’flarm.java

Clasa Alarm defines fields that are used only as locals 25 minutes ago = LSE % T~
# Bug™ @ Major = O Open = Mot assigned * Comment % comactness ™

_BllCorrectness - Class has a circular dependency with other classesfii4|

sro/maindjavaWatchSystem.java

Class WatchSystem has a circular dependency with other classes 26 minutes ago = L12 % T~
# Bug~™ @ Major * O Open = Mot assigned * Comment W comectress ™

I Correctness - Constructor makes call to non-final method k||

sre/mainfjavaSuniava

Constructor new Sun|RealTime) makes call to non-final method 97 minutes ago = L74 % T

# Bug™ @ Major = O Open ™ Mot assigned * Comment % comectness ™




> Vulnerabilities : 527 ‘&4
W Critical : 157 &4
L AllSecurity - Method returns internal array R
L JlSccurity — array is stored directly 4l
L Al {andling files is security-sensitivel2d)
®  Minor: 377 2’4

> Code Smells : 4.2K7l| A4



